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1. | Frequently Asked Questions

1. Resetting your Multi-Factor Authentication (MFA)
a. How do | reset my MFA?
b. | have a new device, or | have reset my phone — what do | do?
c. |can’t connect and the authenticator app won’t accept my normal credentials

For all of these scenarios, it is recommended to have your MFA reset. This includes new or lost
devices, or connection issues.

To reset your MFA, please reach out to the Referrals Gateway helpdesk via email at
referrals@cdpp.gov.au

The CDPP Referrals team will reset your MFA and contact you when complete.

2. How do |l reset my password?

Your password for the Referrals Gateway is governed by your organisation. This means your login
uses the same network credentials you would use to login in your workplace.

If you require a password reset, please consult your organisation’s guidelines or contact your own
IT Department for advice.

3. How do | access support?

To access support for Referrals Gateway, please contact us via email at referrals@cdpp.gov.au



mailto:referrals@cdpp.gov.au
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2. | Registration for New Users

1.

3.

In your web browser, connect to the Referrals Gateway registration page.

Click to begin.

CDPP Referralsl

et Pl oo s Gatewax

Support  Register | Signin

Welcome to the Referrals Gateway

The CDPP Referrals Gateway is a secure online channel for the submission of eBriefs by our partners.
This easy to use gateway can now accept:
® Larger eBrief submissions
* Arrest matters.
By submitting your brief through our gateway, you will help us deliver a more efficient prosecution service.

We are rolling out access to the system incrementally, so if you are unable to access right now, you soon will
Our team will be in contact shortly to onboard your agency.

If you require support accessing the gateway, visit our support area.

If you have any questions please don't hesitate to contact Referrals Gateway support by emailing referrals@cdpp.gov.au.

In the register screen type in your workplace email address and click to check your eligibility to
register.

Help Desk

x | CDPP Referralsl

Australia’ Federal Prosecution Service Ga tewaz/

m Register

Enter your email address to start the registration process. We will check you are eligible to register.

Email:

If your email is already associated with a CDPP account, you will see a status message appear in a green
ribbon offering you the option to Sign in.

Click the signin. textin the status message, and use your previous login credentials.

Enter your email address to start the registration process. W will check you are eligible to register

Ema

prossy.kutor@ cdpp.gov.au

fouresesy regitercfsignin |

Note: mandatory fields are indicated with *.
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When you have entered your details, click to submit your details for your new CDPP Referrals
Gateway profile.

x| CDPP Referrals g

i’ Fader Prscasion Seric Gatewaz

2 =

prossy.kutor@cdpp.gov.au is eligible to register.

Provide the following information to continue, For assistance, please contact us.
= required
PERSONAL DETAILS CONTACT INFORMATION JOB INFORMATION
Fi ame: Office Phone: Job Title:
Last Name: Mobile Phone: Department:

-

5. You will receive an email asking you to verify your registration. Do not share this email or link, it is a
unique link for your Referrals Gateway profile.

6. Click on the verify request button in the email or copy and paste the unique link into your preferred
internet browser.

:| CDPP

Awcceralia’s Federal Prowcution Service

Referrals '
GatewaL/

Thank you for your registration request for a Referrals Gateway account,
We're looking forward to have you working with us.

Firstly, you must verify your registration request to continue your account

setup. To proceed, click the button below.

Verify Request

If the button does not work, copy and paste the following link into your

browser:

[vour unigue link will appear here]

If you need assistance, reply to this email with details of your issue. We will
respond to you as soon as possible.
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7. The verify request button will open a Referrals Gateway page in your browser. This page will prompt
you to follow Multi-Factor Authentication (MFA) steps, to ensure security of your profile.

The steps for Multi-Factor Authentication setup are described in detail on the following pages of this
guide.

CDPP Referrals ,
t
Australia's Federal Prosecusion Service Ga eWaL/

Your registration request has been verified.

The following steps will guide you through completing your account setup.
You will be required to setup Multi-Factor Authentication using a mobile phone and accept the CDPP's Terms of Use.
On completion of the registration process your browser will be sent to the Referrals Gatway dashboard for your arganisation.

Start the setup process

1. Click the “Start” button to start the setup process in a new window/tab.

Authenticate

2. If you already have a Microsoft Account linked te your email address you will use that account to authenticate
or

if you do not have a Microsott Account linked to your email address you will be emailed an Account Verification Code. Enter the code when prompted and Sign In.

3. You will be asked to accept that the CDPP will sign you in and read your name, email address, and photo (if using your Microsoft Account). Select "Accept’ to continue.

Setup Multi-Factor Authentication (MFA)

4, You can choose to use the Microsaft Authenticator mobile app or receive a code by text message.
OPTION 1 - USING THE MICROSOFT AUTHENTICATOR APP v

OPTION 2 - USING TEXT MESSAGE ~



Referrals Gateway — User Guide

2. | Multi-Factor Authentication & First Time Sign-in

1. To start the MFA process, select the button on your verification page.

Referrals
CDPP Gatewaxl
Australia’s Federal Prosecution Sevvice

Register

Your registration request has been verified.

The fellowing steps will guide you through completing your account setup.
You will be required to setup Multi-Factor Authentication using a mobile phone and accept the CDPP’'s Terms of Use.
On completion of the registration process your browser will be sent to the Referrals Gatway dashboard for your organisation.

Start the setup process

1. Click the "Start” button to start the setup process in a new window/tab.

Authenticate

2. If you already have a Micrescft Account linked to your email address you will use that account to authenticate
or

if you do not have a Microsoft Account linked to your email address you will be emailed an Account Verification Code. Enter the code when prompted and Sign In.

3. You will be asked to accept that the COPP will sign you in and read your name, email address, and photo (if using your Microsoft Account). Select 'Accept’ to continue.

2. Select your email address. If you have multiple accounts listed, click on your name/work email
address.

"Igpee

Pick an account

réll prossy.kutor@cdpp.gov.au

—|— Use another account
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3. Please read and if you understand and accept, select the button of the permissions
request. Acceptance of these terms is required for use of the CDPP Referrals Gateway system.

“)corp

prossy.kutor@cdpp.gov.au

Permission requested by:

C

Commonwealth Director of Public Prosecutions
cdppsitonmicrosoft.com

By accepting, you allow this organisation to:

v Receive your profile data
Your profile data means your name, email address, and
photo
Collect and log your activity
Vour activity data means your access, usage, and content
associated with their apps and resources
Use your profile data and activity data

This data may be used with your access and use of their
apps and resources, as well as to create, control, and
administer an account according to their policies

Yau should only accept if you trust Commonwealth Directar of
Public Prosecutions. Commonwealth Director of Public
Prosecutions has not provided a link to their privacy
statement for you to review. You can update these
permissions at https://myaccount microsoft.com/organizations
Learn More

This resource is not shared by Microsoft.

4. The system will automatically move into Multi-Factor Authentication setup. Click to
continue.

"Qeoee “o)copp
prossy.kutor@cdpp.gov.au prossy.kutor@cdpp.gov.au

Just a moment More information required

Your organisation needs more information to keep

Commonwealth Director of Public Prosecutions. your account secure

Use a different account

Learn more
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5. To initiate multi-factor authentication, you have multiple options, the use of the Microsoft
Authenticator App on your mobile device, or by text message.

The Microsoft Authenticator App can be found in the Google Play store on android devices, or the
App Store on Apple devices. If you choose to use this method, download it to your mobile device.

B> Google Py

If you would prefer to use text message verification, please select “I want to set up a different
method” underlined in the below screenshot and follow the on-screen instructions on the setup

page.

To proceed with the Microsoft Authenticator App, click m and follow the below instructions.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

é Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Mext”.

want te use a different authenticator app

| want to set up a different method

6. On your mobile device, open the Microsoft Authenticator App. Depending on your mobile phone
settings, the app may ask you for your phone-login method (e.g., pin code or fingerprint).



https://apps.apple.com/au/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator
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7. Open and run the App on your mobile device and select Add Account, or the +in top right-hand
corner of the app display

Authenticator 4+ Q

Ready to add your
first account?

-

C_ - 1

8. Select Work or School account.

& Add account

What kind of account are you adding?

=- Personal account @
[E. Work or school account @
Q Other account (Google, @

Facebook, etc.)

9. On your work device you will see the below page. Click m

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

| want to set up a different method

10
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10. On your mobile device, go to Microsoft Authenticator app to select the “scan QR code” option

Add work or school account

Eg Scan a QR code

|E| Signin

CANCEL

11. The authenticator app will bring up a QR code reader. Using the QR reader, line up the box-shape
with the QR code on the screen of your work device.

Below QR code is an example only.

Example showing the QR code screen on your work device, and from the point-of-view of your
mobile device.

Keep your account secure

Your organisation requires you te set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

icn uthenticator

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator E(Jn th
app with your account.

2 OR code

Ui thay Micrinch Autsartic
- ST BP0 dcan the TR o This will ¢ o
After you scan the QR code, choose "Next”, e O code This sl connet 1

Al s ican e O oo, chonts Hent”

= -

Lwant to set up a different method

11



Referrals Gateway — User Guide

12. When the QR code scan has been accepted, click m on your work device to continue next
steps.

Below QR code is an example only.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

| want to set up a different method

13. The Microsoft Authenticator App will send a test approval notification to your device.

A number will show on your desktop screen (image one). Enter this number into the pop up on
your mobile device (image two).

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

-
65
I want to set up a different method
i 1 i
m Are you trying to sign in? S
Commonwealth Director of Public au

Prosecutions

f‘ "\ Enter the number shown to sign in. :

65

Mo, it's not me Yes

12
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14. You will see the screen below if the notification has been approved. Click m

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Motification approved

v/

I want to set up a different method

15. The below will be displayed confirming you have successfully setup your security information.

Click m to continue.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

=
Microsoft Authenticator

Done

16. Read the CDPP Guest User Terms of Use Policy and then click when you are ready to
proceed.

e

Commonwealth Director of Public Prosecutions Terms of Use

In order to access Commonwealth Director of Public Prosecutions resource(s), you must read the Terms of Use.

CDPP Guest User Terms of Use Policy >

Please click Accepl to confirm that vou have read and understood the terms of use.
[oowe

13
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17. Upon Acceptance of the User Terms of Use, you will be redirected to the Referrals Gateway
homepage.

Help Desk

R f l prossy.kutor@cdpp.gov.au
’ eferrals
ACJDWITRW Gatewaxl, n® @

Welcome to the Referrals Gateway for CDPP

My Referrals

Here you are able to submit new Referrals, view past submissions and submit Referral Updates.

Q,  Search.

D Y Referral Name Y  Comments Y  Informant Y  Created Y Submitted T  Type Y Status Y Actions
3048 DeeDee Listeed Prossy Kutor 01/06/2023 Initial Draft P |
3046 Crystal Methem Feddie Poleez 31/05/2023 02/06/2023 Initial Submitted Ca
3 3045 Cown Terfeet Barry Staas 31/05/2023 31/05/2023 Initial Submitted a
> 3044 Con Spirasi Courtney Dok 30/05/2023 30/05/2023 Initial Submitted o a
. 3043 Forin Spie Please find attached a brief of eviden...  Tass Offees 29/05/2023 01/06/2023 Initial Submitted O a
3042 Tex Camming Unauthorised claims with compromis.. Mick Constable 28/05/2023 01/06/2023 Initial Submitted O oa
> 3041 Cy Berkrime Bailey Judge 28/05/2023 28/05/2023 Initial Submitted a
3040 Phoenix Kompanee Prassy Kutor 27/05/2023 29/05/2023 Initial Submitted o oa
3039 Terry Rist Feddie Poleez 27/05/2023 27/05/2023 Initial Submitted Ooa
3038 Izzy Fellen Polly Soffisser 26/05/2023 30/05/2023 Initial Submitted ™ a %
ol b - 2 ['w W 1- 20 of 26 items

End process

Note: This guide has outlined the one-time setup process. Ongoing access to the Referrals Gateway
follows a shorter process outlined in the Referrals Gateway User Guide, which can be accessed upon
successful registration and login to the gateway.

14
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3. | Contact support

To access support for Referrals Gateway, please contact us via email.

To open a new email addressed to referrals@cdpp.gov.au, click on the B Help Desk icon in the upper-
right of the Home page.

To ensure we can best address your support request, please provide as much detail in your enquiry as
possible. This includes any relevant screenshots, time and date of an issue, and the browser you are
using to access the Referrals Gateway.

15
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